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It has been observed that targeted attacks are being launched on government networks
through maliciously crafted emails and PDF attachments. These PDF file attachments are embedded
with malicious code specially designed for exploiting Adobe flash player, Acrobat and Reader
vulnerabilities. )

Typically the emails sent by attacker are spoofed with “From” addresses of trusted agencies
and colleagues. Since this embedded malicious code is not publicly known, the Antivirus and Anti
spyware programs popular in India may not detect the same.

Users are advised to take following precautions to protect their systems against these
targeted attacks.

e Do not open PDF files received from untrusted and unknown sources
" o Apply patches and security updates for Adobe flash player, Acrobat and Reader
e Exercise caution while opening email attachments
o Do not open emails and attachments received from untrusted sources and

_ unexpectedly received from trusted sources

e Access web mails through trusted systems

e Do not visit untrusted websites or click URLs provided in emails
Disable automatic opening of PDF documents in web browser
Set the Security settings in the browser to prompt before executing active scripting such as
Java applets/scripts, ActiveX controls etc. Execute scripts from trusted sources only.

° Deploy different antivirus/anti spyware products at multiple defense levels . .

e Use Antivirus/Antispyware programs for Gateway, servers, desktops and email clients and
update them regularly

e Apply patches and updates at the Operating System and Application level

e Use personal/desktop firewalls apart from perimeter firewalls

e Preferably use Host IPS/Host IDS in addition to Network IPS

e Monitor systems for any suspicious activities such as unusual traffic, unknown processes,
reduced system perforrﬁance, abnormal memory usage etc.

e Mail server administrators should enforce policies for setting up strong passwords for mail
accounts and change of passwords periodically

e Report any suspicious activities to System/Network administrator and CERT-In Incident
Response Help Desk

For further information refer to following resources:

http://www.cert-in.org.in/vulnerability/ciun-2009—154.htm
http://www.cert-in.org.in/aa’visory/ciad-2009-58.htm
http://www.cert-in.org.in/virus/PDF_Malware.htm
http://www.cert-in.org.in/vulnerability/civn-2009-119.htm
http://www.cert-in.org.in/vulnerability/civn—2009-91.htm
http://www.cert~in.org.in/advisory/ciad-2009-28.htm
http://www.cert-in.org.in/advisory/ciad-2009-09.htm



